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Decentralized, unreqgulated currency

Based on cryptographic technologies -
~Cryptocurrency"

All transactions are available in a public ledger called
blockchain

Longitudinal study of the Bitcoin address graph
= January 2009 - August 2016

= Changes in structure over time

= JIdentification of real-world actors

= Transaction behavior of users
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= Entities: W, "
= Addresses A, /N /\
= Transactions T, % .
= Users U g @' g °
- “Change "
= Bitcoin address graph T Te B

= Node: address
= Edge: transaction

g n value,
= Nodes and edges can carry additional tmestamp
information o

= Monotonously growing

= Bitcoin flow
= Exact allocation of flows not possible
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Structural analysis

WIRTSCHAFTS
LY T
LIRdT Ol

= Degree distribution
= High degree nodes are of

special interest 16408
(marketplace, casino,...)
= Majority of addresses has __ .

a low degree

= Nodes and edges

= Cumulative number of
nodes / edges

= Users create new
addresses for each
transaction

= Increased usage of Bitcoin
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Real-world actors

= Transactions are anonymous by design
= User clusters based on same input heuristic
= We differentiate three user groups:

= Unknown addresses 100 S Addresses .
No contextual information g . I SRV A oty
g0
.. ® 050
= Explicitly known addresses 3
gy . . [}
Additional information avbl & %% N
extracted from the Web @ 0‘00,..m..mm..x:.wx:‘:::‘:::::::'..-........:.“.:....-....:r:.......h............‘..........
g
‘;;;1e+07
= Implicitly known addresses &ie.os.
. . @
appear in a cluster with 516403
<

HPa (o) o2 M)
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Observation month
-~ Unknown -~ Implicitly known ~ Explicitly known
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Real-world actors

= Decreasing fraction of known addresses might be
caused by:
= Newly generated addresses with no tags available
= Increased awareness of end users to preserve anonymity
= Increased usage of Bitcoin mixing services

= Bitcoin is designed to allow anonymous payments

= Degree of anonymity depends on the user's needs
= Organizations looking for donations

= Business model
= Jllegal activities

AIT&‘F’%EELAJ‘JL" TTTTTTT ﬁ EQUIS

0GY
TOMORROW TODAY GraphSense



Transaction behavior

= Increasing number of transactions in the first years
= Steady for the last four years
= Reasons: Transactions
~hew technology" |
= Let's try it out”
= Adopting to Bitcoin
= New vendors accepts
Bitcoin for payment & e

= Illegal activities
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Exchange rate e

= Exchange rate remains steady for the first years
= Influence of real world events?

Exchange rate (USD)
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Bitcoin as savings account?

= Js Bitcoin used to substitute a savings account?

= Activity period between first and last transaction on
address and entity level

| Metric_________| Address based | _Entity based

Avg. used in transactions (incoming) 2.25 10.5
Avg. used in transactions (outgoing) 1.75 3.7
Avg. Activity time (days) 12 15
Median activity time (days) <1 <1
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Conclusion

= Bitcoin address graph shows a highly-skewed degree
distribution, high degree addresses are often NPO or
gaming sites

= The address graph is continuously expanding with a
stable degree distribution

= Clustering techniques allow classification of users,
but external information is required for
deanonymization

= Real-world events have an influence on Bitcoin
exchange rate

Thank you!
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